Indiscriminate Poisoning Attacks on Unsupervised Contrastive Learning
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Motivation * Key 1: Back-propagate through data augmentations. Results lI: Transferability
* Key 2: Back-propagate through momentum encoder.

* No existing indiscriminate poisoning methods can

Victim’s Algorithm

T i - Attack Type + Attacker’s Alg. Supervi :
. . pervised SimCLR .
attaCk COntraSt|Ve Iearnlng (CL) T g—>d SimiTafity <—"g'ra'd’¢ g’—>d SimiLrity <—"g_r?q1 ADVERSARIAL POISONING 8.7 81.5 One pOISOﬂ attaCkS
W\ . grad I— v grad . . .
| | | UNLEARNABLE EXAMPLES 19.9 01.3 SuU perV|Sed an d
Clean = Poisoned by using algorithm (Fowl et al.) A Y CONTRASTIVE POISONING (C) (SIMCLR) 102 68.0 _ :
100 48 07 o e . = o, f i IR ot CONTRASTIVE POISONING (C) (MOCO) 10.0 0o contrastive learning
. e | y ' — ik _ = = CONTRASTIVE POISONING (C) (BYOL) 10.1 60.7
4 Poisoned 'LT":L image MJ LT"’LL image QL’E’_J
50 = 50 + image T ) T NP :
2 i N TN Bws :;m:at'o; pe;:;ztl'jn Attack Type + Attacker’s Alg. Simgll,%lm iﬁlcg:gmh]gnYOL
5 . 25 + oLo vV
6.3 6.3 ADVERSARIAL POISONING 81.5 80.3 78.6 .
0 : 0 S : UNLEARNABLE EXAMPLE 91.3 90.9 91.6 One pOISOn attaCkS
[1]Tenr:::tcfo(lzhoe:eectjal[ﬂzo19) 2] /[j]nment(F[fv]vl et al 25)‘;]1) 3] De<[e5]Confuse (Feng et al Supervised SImCLR MoCo vz BYOL - CONTRASTIVE POISONING (S) (SIMCLR) 44.9 82.0 85.4 i
2019) [4] Unleamable Example (Huang o al., 2021) [5] Adversarial Poisonigg (Fowl et aI.,92021)- Res u Its I : Effe Ctlve n ess CONTRASTIVE POISONING (S) (MOCO) 54T9 55:1 71:1 al I d Iffe re nt C L
Prior works attack supervised learning Contrastive learning defense all prior works CONTRASTIVE POISONING (S) (BYOL) 65.1 64.2 59.6 algorith ms
° ' ' ' ' CONTRASTIVE POISONING (C) (SIMCLR) 68.0 68.4 67.2
C_ontrastlve poisoning works for d nffe rent datasets and CONTRASTIVE POISONING () (SIwCLR) 680 88 612
: : : different contrastive learning algorithms. CONTRASTIVE POISONING (C) (BYOL) 607 618 569
Method - Contrastive Poisoning
Attack Type SimCLR Cllxl;Ag_l()z BYOL SimCLR CIlS[Al({:- 103 BYOL hnggd?:%Rl ” - - -
= . " m 0Co 1m oCo 1m -
* |dea: providing the model a shortcut to minimize the . Ot S PO SRR wen PO o Results lll: Visualization
_ _ ONE : . : : . : :
CL loss without actually learning real features. RANDOM NOISE 04 901 %7 585 598 610 67.5 Linear Accuracy: 1.00 Linear Accuracy: 0.34
CONTRASTIVE POISONING (S) 44.9 55.1 59.6 19.9 21.8 41.9 48.2 s S, 1.2 7 - Poisoned ol —— Poisoned
CONTRASTIVE POISONING (C) 68.0 61.9 56.9 34.7 41.9 39.2 55.6 | - R e ONC I o Clean | Clean
~°v~'55”‘-";;;:»? % é 0.8 1 N 0 MYy .g 20 ]
R % "x”*""ﬁ éo.s- \ | *'E 254y 1
* Contrastive poisoning works even if the attacker does SR "ol KW
not know the victim’s downstream task. " L

T T T T T -4.0 T T T T T
0 100 200 300 400 0 100 200 300 400

Poisoned

Image e o Poisoning on CIFAR-10 Poisoning on ImageNet-100 (a) noise attacks SL.  (b) noise attacks CL Epoch Epoch
S | | ack Lype CIFAR-10 CIFAR-100 STL-10 ImageNet-100 CIFAR-10 STL-10 _ _ _ _ _ _ _
Two Views Poisoned Embeddings Two Views - s 42 752 603 25 820 * Contrastive poisoning is not ¢ Contrastive poisoning
CONTRASTIVE POISONING (S) 44.9 16.7 43.1 48.2 59.9 67.8 ||near se pa rable ShOrtCUtS alignment IOSS_
CONTRASTIVE POISONING (C) 68.0 28.7 58.4 55.6 62.9 71.6

* Algorithm: co-optimize the poison perturbation and a
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